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Abstract:

             Honey pots are an exciting new technology. They allow us to turn the tables on the bad guys. In the past several years there has been growing interest in exactly what this technology is and how it works.

           A honeypot is used in the area of computer and Internet security. It is a resource, which is intended to be attacked and computerized to gain more information about the attacker, and used tools. One goal of this paper is to show the possibilities of honeypots and their use in research as well as productive environment.

            Compared to an intrusion detection system, honeypots have the big advantage that they do not generate false alerts as each observed traffic is suspicious, because no productive components are running in the system. So in this paper we discuss about honeypots  a method for providing network security and briefly about firewalls.
Introduction:

                Global communication is getting more important everyday. At the same time, computer crimes increasing. countermeasures are developed to detect or prevent attacks-most of these measurers are based on known facts, known attack patterns. As in the military, it is important to know, who your enemy is, what kind of strategy he uses, what tools he utilizes and what he is aiming for. Gathering this kind of information is not easy but important. By knowing attack strategies, countermeasures can be improved and vulnerabilities can be fixed. To gather as much information as possible is one main goal of honeypot.

                 A honeypot is primarily an instrument for the information gathering and learning. Its primary purpose is not to be ambush  for the blackhat community to catch them in action and to press charges against them. The lies on silent collection of as much information as possible about their attack patterns, used programs, purpose of attack and blackhat community itself. All this information is used to learn more about the blackhat proceedings and motives as well as their technical knowledge and abilities. This is just primary purpose if honeypot. There are a lot of other possibilities for a honeypot-divert hackers form productive systems for catch a hacker while conducting an attack are just two possible examples.

                Honeypots are not the perfect solution for solving or preventing computer crimes. Honeypots are hard to maintain and they need the good knowledge about the operating systems and network security. In the right hands honeypot is effective tool for the information gathering. In the wrong, unexperienced hands, a honeypot can become another infiltrated machine and an instrument for the black hat community.

Honeypot basics:

                    A honeypot is a resource whose value is being in attacked and compromised. This means, that a honeypot is expected to get probed, attacked and potentially exploited.

Honeypot do not fix anything. They provide us additional, valuable information.

A honeypot is a resource, which pretends to be real target. A honeypot is expected to be attacked or compromised. The main goals are the distraction of an attacker and the gain of the information about the attack and the attacker.

Value of honeypots:

There are two categories of honeypots.

· Production honeypots

· Research honeypots

             A production honeypot is used to help migrate risk in an organization while the second category, is meant to gather as much information as possible. These honeypots do not add any security value to an oraganition, but they can help to understand the blackhat community and their attacks as well as to build some better defenses against security threats. A properly constructed honeypot is put on a network, which closely monitors the traffic to and from the honeypot. This data can be used for a variety of purposes.

· Forensics(analyzing new attacks and exploits

· Trend analysis(look for changes over time of types of attacks,techniques,etc

· Identification(track the bad guys back to their home machines to figure out who they are.

· Sociology(learn about the bad guys as a group by snooping on email,IRC traffic,etc which happens to traverse the honeypot.

               In general every traffic from and to a honeypot is unauthorized activity. All the data that is collected by a honeypot is therefore interested data. Data collected by the honeypot is of high value, and can lead to better understanding and knowledge which in turn can help to increase overall network security. One can also argue that a honeypot can be used for prevention because it can deter attackers from attacking other systems by occupying them long enough and bind their resources.

Concepts:

Low-involvement honey:

Mid-involvement honeypot:
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High-involvement honeypot:
A high-involvement honeypot has a real underlaying operating system. This leads to much higher risk as the complexity increases rapidly. At the same time, the possibilities to gather the information, the possible attacks as well as the attractiveness increase a lot. As soon as a hacker has gained access, his real work and therefore the interesting part begins.

[image: image2.emf]
               The best solution would be to run a honeypot in its own DMZ, therefore with a preliminary firewall. The firewall could be connected directly to the internet or intranet, depending on the goal. This attempt enables tight control as well as flexible environment with maximal security.

Firewalls 

In order to provide some level of separation between an organization's intranet and the Internet, firewalls have been employed. A firewall is simply a group of components that collectively form a barrier between two networks. 

A number of terms specific to firewalls and networking are going to be used throughout this section, so let's introduce them all together
Types of Firewalls 

There are three basic types of firewalls, and we'll consider each of them. 

Application Gateways 

The first firewalls were application gateways, and are sometimes known as proxy gateways. These are made up of bastion hosts that run special software to act as a proxy server. This software runs at the Application Layer of  the ISO/OSI Reference Model, hence the name. Clients behind the firewall must be proxitized (that is, must know how to use the proxy, and be configured to do so) in order to use Internet services. 
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These are also typically the slowest, because more processes need to be started in order to have a request serviced. 

Dangers:
 Running a honeypot or honeynet is not something that should be underestimated- there are some dangers one must be aware of which basically are:

1. Unnoticed takeover of the honeypot by an attacker

2. Lost control over the honey pot installation.

3. Damage done to third party.

Attractiveness:

               Being the owner of a honeypot can be an interesting experience, but what if the members of the blackhat community do not find their way to the honeypot or, even more dramatically, are not interested in the honeyot at all. Another approach to lure attackers is the offering of the interesting services on the honeypot. Of course the question arises, what an interesting services is or what it should look like.

Advantages:

· Small Data sets(Honeypots only collect attack or unauthorized activity, dramatically reducing the amount of data they collect. Organizations that may log thousands of alerts a day may only log a hundred alerts with honeypots. This makes the data honeypots collect much easier to manage and analyze.

· Reduced False Positives(Honeypots dramatically reduce false alerts, as they only capture unauthorized activity.

· Catching False Negatives(Honeypots can easily identify and capture new attacks never seen before.

· Minimal Resources(Honeypots require minimal resources,even on the largest of networks.This makes them an extremely cost effective solution.

· Encryption(Honeypots can capture encrypted attacks.

Disadvantages:

· Single Data Point(Honeypots all share one huge drawback; they are worthless if no one attacks them. Yes, they can accomplish wonderful things,but if the attacker does not sent any packets to the honeypot,the honeypot will be blissfully unware of any unauthorized activity.

· Risk(Honeypots can introduce risk to your environment.As we discuss later,different honeypots have different levels of risk.Some introduce very little risk,while others give the attacker entire platforms from which to launch new attacks,Risk is variable,depending on how one builds and deploys the honeypot.

Conclusion:

              Security is a very difficult topic. The key for building a secure network is to define what security means to your organization . A honeypot is just a tool.. There are a variety of honeypot options, each having different value to organizations. We have categorized two types of honeypots, production and research. Production honeypots help reduce risk in an organization. Research honeypots are different in that they are not used to protect a specific oraganization. Instead they are used as a research tool to study and identify the threats in the Internet community. Regardless of what type of honeypot you use, keep in mind the ‘level of interaction’. This means that the more your honeypot can do and the more you can learn from it, the more risk that potentially exists.You will have to determine what is the best relationship of risk to capabilities that exist for you.Honeypots will not solve an oraganization’s security problems.Only best practices can do that. However, honeypots may be a tool to help contribute to those best practices.
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